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Introduction
Copyright is the most important
form of intellectual property pro-
tection on the Internet. A large
quantity of materials that move com-
mercially on the Internet - such as mu-
sical works, movies, audiovisual works
and computer programmes - are works
of authorship protected by copyright
law. Traditionally, the printing press cre-
ated markets for information, and pub-
lished literary and artistic work in a way
that physical copies were made from a
single original. Digital technology and
the Internet, however, have created a
powerful new medium of communica-
tion. The Internet has become a global
marketplace to sell, deliver and com-

municate copyright materials and in-
formation across borders in a very short
period of time. It also enables users to
upload, download, print or reproduce
unlimited copies at a low cost.
Traditional copyright law was de-
signed to deal primarily with the cre-
ation, distribution and sale of protect-
ed works in tangible copies. In the
past, it was relatively easy to know
when or how many copies of a par-
ticular work, such as a book or a cas-
sette tape, had been made and dissem-
inated throughout the market. Digital
technology and the Internet, however,
have made it tremendously easy for a
protected work to be reproduced, mod-
ified and disseminated. This naturally
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causes fear to copyright owners.’

Copyright industries are using dig-
ital rights management (DRM) technol-
ogies such as encryption envelopes,
access codes, digital watermarking or
digital signatures to prevent unautho-
rized copying or use of commercially
valuable digital content. However, the
DRM is not, in itself, a fail-safe mea-
sure because what technology can do,
another technology can always undo.?

The copyright industries, there-
fore, had questioned the role of copy-
right on the Internet and the World
Wide Web. They successfully per-
suaded legislatures in the USA, the
European Union and other countries
to adopt broad anti-circumvention
rules to protect DRM from being
hacked. The same rules also prohibit
manufacturing or making available
technologies, products and services
capable of defeating DRM.

This article will focus on the legal
protection of technological protection
measures (TPM) or DRM and its ramifi-
cations for the digital ecosystem. In par-
ticular, it will examine whether a strict
application of the anti-circumvention
rules could significantly discourage the
legitimate right to engage in software
reverse engineering and the develop-
ment of interoperable products.

This article initially reviews the ba-
sic principle of copyright law. It will then
discuss how copyright industries pro-
tect their works from digital piracy and
how copyright law struggles to adapt
to technological changes and chal-
lenges posted by digital technology
and the Internet. The article will briefly
mention two international instruments
of the World Intellectual Property Or-
ganization (WIPO) - the WIPO Copy-
right Treaty (WCT) and the WIPO Per-
formances and Phonograms Treaty
(WPPT). With these two treaties, pro-
tection of TPM or DRM used by copy-
right holders to protect their works, were
for the first time formally integrated into
international treaties.

We will examine the US Copyright
Statutes and the EU Copyright Direc-
tives, which adopted the complex and
controversial anti-circumvention rules
under the WIPO treaties. Thereafter, we
will illustrate a US court case applying
the anti-circumvention provisions and
its possible effects on the development
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of interoperable products. We will then
discuss and analyze France’s most re-
cent proactive approach to regulate
DRM interoperability.

Finally, we will point out that, once
a copy-control device is placed and a
means to circumvent it is prohibited by
law, both the technology and the law
may effectively threaten to stifle inno-
vation in the competitive market of in-
teroperable and/or complementary
products. And even as the French ap-
proach, which is new and innovative
in the field of DRMs, has tried to fix this
problem, it remains to be seen wheth-
er the regulation and its enforcing arms
will be successful. The success or fail-
ure would be a strong indication as to
whether DRMs should and can be reg-
ulated at all.

Copyright basic

Copyright encourages private invest-
ment in productive activity by giving its
owners the right to exclude, and thus
extract revenues from, anyone who
wishes to make a use of his work that
falls within the boundary of the law.
“Encouragement of individual effort by
personal gain is the best way to ad-
vance public welfare through talents
of authors and inventors in science and
useful arts.”™

While patent protects new and
useful innovation, copyright protects
various kinds of creative literary and
artistic works. Unlike patents, copyright
protects a work upon its creation, re-
gardless of its novelty. There are no
perquisites, such as registration or
applications associated with copyright
protection. The fundamental require-
ment for copyright protection is that the
works must be independently created
by the author, as opposed to copied
from other works.*

The work of authorship may be
embodied in a wide range of tangible
copies, including books, periodicals,
computer punch cards, microfilm, tape
recordings, floppy disks, compact
discs, CD Rom, DVD disk and other
digital storage devices. Protection of
copyrighted works is independent of
the material objects in which the works
are capable of being fixed.

The types of work eligible for copy-
right protection include literary, musi-
cal, pictorial and sculptural works; mo-

tion pictures; other audiovisual works;
sound recordings; architectural works;
and computer software. Copyright pro-
tection does not extend to any idea, pro-
cedure, process, system, method of
operation or concept. Under the copy-
right law, the right holder is entitled to
exclusive rights of reproduction, modifi-
cation, distribution and public display
and performance of his or her copyright-
ed work. Taken together, these rights en-
compass Vvirtually all economically sig-
nificant uses of copyrighted works.®

Copyright infringement takes place
when any one of the exclusive rights is
violated. However, certain uses of copy-
righted works - such as for criticism, com-
ment, news reporting, teaching, scholar-
ship or research - may be fair and de-
fended against infringement claim. The
third party, in addition to the infringer,
may also bear liability for the infringe-
ment if he has acted in concert with the
direct infringer and has known of the
infringing activities.® Copyrighted work
is generally protected through the life
of the author plus 50 years. Some coun-
tries, especially the EU and the USA,
protect the copyrighted works through
the author’s life plus 70 years.

DRM vs copyright law
For many years, copyright industries
derived the bulk of their revenues from
the sale of physical products, such as
books, sound recordings, paintings and
video cassettes in the marketplace.
With the proliferation of digital technol-
ogy and the Internet, however, two fun-
damental changes have restructured
this economy: new opportunities have
now opened up in which a substantial
portion of copyrighted works are dis-
tributed rapidly without degradation of
the quality of the works; and revenues
gained in the copyright industries have
come from the mass-marketing of such
digital contents over the Internet.”
The same digital technology may,
however, facilitate a rapid reproduction
and dissemination of perfect copies of
copyrighted works without proper au-
thorization from the copyright owners.
Therefore, the copyright industries have
come to rely on the self-help: DRM or
TPM enable them to trace, monitor and
control dissemination and use of the
copyrighted works as well as to pre-
vent piracy.®
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In fact, the use of technological
measures as a way of controlling ac-
cess to, and uses of, digital forms of
copyrighted works has grown consid-
erably since the early 1990s. For ex-
ample, digital audio tape (DAT) ma-
chines were first released into the mar-
ket with a built-in technological mea-
sure, the serial copyright management
system (SCMS). This system allows
one copy to be made of a work but pre-
vents copies from being made of that
copy, which means that it cannot be
used as a “digital master”.®

In the motion picture industry, the
mass-market copies of DVD movies
are technically protected by the “Con-
tent Scrambling System” (CSS).™® The
CSS is used as an anti-copying mech-
anism and an authentication protocol
to enforce country or region coding
embedded in a computer disc drive and
a DVD player." The motion picture in-
dustry licenses manufacturers of
equipment through CSS technology so
that DVD drives and players have built-
in technical controls.™ These techni-
cal protection measures effectively
prevent the making of any copies of
the DVD files.™ One scholar believes
that a fundamental transition is under-
way: from owning copies of the work to
“experiencing works”™ ™

Although technical protection sys-
tems provide new opportunities for con-
tent owners to protect commercially dis-
tributed copyrighted works against un-
authorized uses, the technical protec-
tion measures are not, in themselves,
fail-safe measures.”™ As a precondition
for the release of their copyrighted
works onto the Internet, copyright indus-
try groups persuaded the US Congress
to provide legal reinforcements to pro-
tect these DRM systems so that it would
be illegal to circumvent DRM used to
protect copyrighted works, and to de-
velop or distribute circumvention-en-
abling devices.'®

In its 1995 White Paper, and as
part of its National Information Infra-
structure Initiative, the Clinton Admin-
istration proposed amending copyright
law to outlaw circumvention technolo-
gies."”” The White Paper expressed
concern that, without anti-circumven-
tion regulations, copyright owners
would not provide content for this in-
frastructure because their works would

be too vulnerable to widespread in-
fringement.'® To give new assurances
to copyright owners, it proposed a ban
on making or distributing technologies
whose primary purpose or effect was
to circumvent DRM or technological
protection measure (TPM) used by
copyright owners to protect their
works.'®

The Clinton Administration pro-
posed a similar rule for a draft copyright
treaty which was scheduled for consid-
eration at the 1996 Diplomatic Confer-
ence convened at the World Intellectual
Property Organization (WIPO).% The
draft treaty established several impor-
tant international norms for applying
copyright law in the digital environment
that would aid the growth of the global
digital economy.?' The draft treaty’s anti-
circumvention provisions, however,
proved controversial, for many dele-
gates challenged the impact these pro-
visions would have on traditional copy-
right limitations and exceptions.?

On 20 December 1996, diplomats
eventually adopted the WIPO Copyright
Treaty (WCT) and the WIPO Performanc-
es and Phonograms Treaty (WPPT),?
which contain an agreed-upon provi-
sion directing member states to provide
“adequate legal protection” and “effec-
tive legal remedies” against circumven-
tion of effective technical protection
measures.?* Member states of WIPO
agreed that these treaties shall enter into
force after at least 30 member states
have ratified the treaties. Accordingly, on
6 March 2002 the WCT, and on 20 May
2002 the WPPT, entered into force.

These anti-circumvention provi-
sions, set forth in article 11 of the WCT
and article 18 of the WPPT, are howev-
er very general in character and pro-
vide treaty signatories with consider-
able latitude in the national implemen-
tation. Thus different implementation
régimes are evolving around the globe,
mostly influenced by the approaches
of the USA’s Digital Millennium Copy-
right Act (DMCA) and the European
Union’s Copyright Directive (EUCD).

In compliance with the treaty obli-
gation to provide legal remedies against
the circumvention of technological pro-
tection measures, the US Congress
added Chapter 12 to the Copyright Act
by passing into law the Digital Millen-
nium Copyright Act (DMCA) on 28 Oc-

tober 1998. The DMCA has become a
complex piece of legislation that makes
sweeping changes to the Copyright Act
to address copyright issues in the dig-
ital networked environment.® With re-
spect to the issue concerning techni-
cal measures, although the WIPO
Copyright Treaty only requires signa-
tories to provide adequate protection
against the “act” of circumvention of
such measures, the DMCA went far
beyond treaty requirements in broadly
outlawing both the “acts” of circumven-
tion and the “devices” that have circum-
vention-enabling uses.?

In the hearing process prior to the
adoption of the DMCA'’s anti-circum-
vention rules, there was an intense
debate in Congress between the copy-
right industry group (Hollywood) and
the innovative information technology
sector (Silicon Valley).?” In particular,
the copyright industry group sought the
strongest possible ban both on the act
of circumventing a technical protection
system and on devices having circum-
vention-enabling uses.?® The Silicon
Valley firms and their allies, however,
opposed this broad legislation because
of deleterious effects it would have on
their ability to engage in lawful reverse
engineering, computer security testing
and encryption research.?®

Finally the US Congress adopted
the broad anti-circumvention legisla-
tion that was favoured by the copyright
industry group, although it is now sub-
ject to some specific exceptions that
respond to some concerns raised by
the innovative information technology
sector in the legislative process.®

One commentator pointed out that
the debate in the legislative process
was driven by “high rhetoric, exagger-
ated claims and power politics from
representatives of certain established
but frightened copyright industries”.®'
Various commentators also pointed out
that the content industries were mere-
ly crying wolf* in similar fashion to the
way traditional print publishers had
argued that public libraries,® and later
photocopiers, would undermine the
market for books and journals; radio
would rob the music industry; the video
cassette recorder would lead to the de-
mise of the film and television industries;
and analogue cassette recorders would
destroy the sound recording industry.3
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These same commentators also
contended that the content industries
were merely trying to re-impose bottle-
necks within the distribution pipeline
and exert unwarranted control over the
works of authorship. Following the
printing press and the wireless broad-
casting technology, digital technology
represents the third wave of technolo-
gy ultimately reshaping copyright law.*®

In Europe, Directive 2001/29/EC,
better known as the European Copy-
right Directive (EUCD), entered into
force on 22 June 2001. The original
purpose of the EUCD was to harmo-
nize the divergent European copyright
régimes that were increasingly seen
as an obstacle to the EU single market
getting ready for the information age,
and to transpose the two WIPO trea-
ties.®® Although the Directive came
three years after the existence of
DMCA, it similarly went far beyond the
treaty requirements in broadly outlaw-
ing certain “acts” of circumvention and
“devices” designed to circumvent tech-
nological measures used by the copy-
right holders to protect their works. In
addition, ways in which national imple-
mentations addressed the scope of anti-
circumvention provisions and the pub-
lic policy exceptions have gone under
differing degrees.*”

The EU member states were
granted a short 18 months to imple-
ment the provisions of the directive into
their national laws.® A significant num-
ber of member states were not able to
comply with this time-frame. The Euro-
pean Commission (EC) proceeded in
the European Court of Justice against
six member states for failure to imple-
ment the Directive within the required
period. Even the UK, Finland and
France missed the deadline. However,
as of September 2006, only Spain and
Czech Republic had “pending imple-
mentation” status.®

Rights beyond copyright:
Anti-circumvention rules

WIPO treaties

As mentioned earlier, only two provi-
sions, one under the WCT and another
under the WPPT, addressed broad
anti-circumvention rules. Article 11 of
the WCT states that:
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“Contracting Parties shall provide
adequate legal protection and effective
legal remedies against the circumven-
tion of effective technological measures
that are used by authors in connection
with the exercise of their rights under
this Treaty or the Berne Convention and
that restrict acts, in respect of their works,
which are not authorized by the authors
concerned or permitted by law.”

Article 18 of the WPPT states sim-
ilarly, but the word “authors” is replaced
by “performers or producers of phono-
grams.” Obviously, the protection set
forth in the two articles is to be trans-
formed into national laws of the WIPO
member countries and is to be seen as
a minimum standard. They are indeed
of general wording, which allows mem-
ber countries suitable liberties in trans-
posing it into their national laws as long
as the legal protection is “adequate”
and the legal remedies are “effective.”
Moreover, both article 11 WCT and ar-
ticle 18 WPPT neither defines the term
“effective” nor “technological mea-
sures.” Member states have to provide
their own definitions and thus set the
scope of protection and bring mean-
ing to the broad provisions of the WIPO
treaties. It is this leeway that causes
much despair wherever the implemen-
tation process is under way and inter-
est groups are trying to have the bal-
ance shift their way.*

The DMCA

To bring US law into compliance with
the obligations under the WCT and the
WPPT, the Congress passed and Pres-
ident Clinton signed into law the DMCA,
which provides a definition concerning
circumvention technological protection
measures in section 12014" and thus
sets forth the scope of protection. The
technological protection measures are
divided into “access control” and “copy
control” technology.

There are three principal rules in
the DMCA’s anti-circumvention provi-
sions. The first focuses on the “act” of
circumvention and the other two focus
on the “devices” capable of defeating
DRM technologies. In particular, sec-
tion 1201(a)(1) prohibits gaining un-
authorized access to a work by circum-
venting technological protection mea-
sures that effectively control accessto the
copyrighted work. Section 1201(a)(2)

and 1202(b)(1) both regulate technolo-
gies or devices with circumvention-en-
abling capabilities. While the former pro-
hibits trafficking or providing the means
to circumvent technological measures
controlling access to a copyrighted work
(access control), the latter prohibits traf-
ficking or providing the means to circum-
vent technological protection measures
protecting the rights of copyright owner,
e.g. measures that prevent reproduction
(copy control).

In each case, the devices prohibit-
ed under Section 1201 are those (1)
primarily designed for the purpose of
circumvention, (2) have “only limited
commercial significant purpose of use
other than to circumvent”, or (3) are know-
ingly marketed for use in circumvention.
Therefore, those devices that are capa-
ble of commercially significant non-in-
fringing uses, such as personal com-
puters and videocassette recorders,
would not fall under these provisions.*

Itis important to note, however, that
the DMCA has a specific mandatory
provision in section 1201 (f) for reverse
engineering for the purpose of achiev-
ing programme-to-programme interop-
erability.*® The details are much in line
with EU’s 1991 Software Directive.

The DMCA’s provision prohibiting
“acts” of circumvention also permits
lawful circumvention for other purpos-
es: legitimate law enforcement and
national security purposes; legitimate
encryption research; security testing of
computer systems; enabling non-profit
libraries, archives and educational in-
stitutions to make purchasing deci-
sions; allowing parents to control their
children’s use of the Internet; and pro-
tecting personal privacy.*

European Copyright Directive

Similar to the anti-circumvention pro-
visions of the DMCA, the EUCD article
6(1)* and 6(2)* oblige the EU mem-
ber states to provide for protection
against the “act” of circumvention of
effective technological protection mea-
sures as well as against the trafficking
of circumvention “devices and servic-
es”. In both paragraphs it does not mat-
ter whether the act actually infringed a
copyright or not - merely the act of cir-
cumvention is relevant. Unlike the
DMCA, there is no explicit distinction -
though there is an analytical one - be-
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tween “access control” and “copy con-
trol” in the EUCD. Both types of technol-
ogy are granted equal treatment.

The EUCD does provide excep-
tions to the “act” of circumvention in
relation to photocopying, copy and ar-
chive purposes of educational facilities,
broadcaster's own ephemeral record-
ings, non-commercial broadcasts, teach-
ing and research, use by disabled indi-
viduals and public safety.*

However, it is important to note that
these exceptions do not apply to “on-
demand” services, i.e. works “made
available to the public on agreed con-
tractual terms in such a way that mem-
bers of the public may access them
from a place and at a time individually
chosen by them.”®

Anti-circumvention rules and

interoperable products

The problem is that, in some cases, the
anti-circumvention provisions may be
applied as a new and lucrative form of
control of copyrighted works never at-
tainable under a régime of traditional
copyright law.* In other cases, once a
copy-control device is placed and a
means to circumvent it is prohibited by
law, both the technology and the law
may effectively threaten to stifle innova-
tion in the competitive market of interop-
erable and/or complementary prod-
ucts.®® The court case explained in the
following section will illuminate the point.

Application of the DMCA

In a relatively short time after the en-
actment of the DMCA anti-circumven-
tion rules, the anti-circumvention pro-
visions were invoked by the owners of
technical protection systems. The de-
cision in RealNetworks, Inc. v. Stream-
box, Inc.5" will illustrate that a major is-
sue in the DMCA disputes is control
over interoperable technology rather
than an explosion of unauthorized
copying, an original argument raised
by the copyright industry groups.

In RealNetwork v. Streambox, the
DMCA action was brought by RealNet-
works, Inc., the publisher of a popular
software package used to receive mu-
sic or video “streams” via the Internet.®
The RealPlayer receiver software is
used to access “on demand” audio and
video content over the Internet. Through

a “streaming” method of broadcast, the
audiovisual information from the origi-
nating server can be viewed and lis-
tened to on an end-user’'s computer
without transferring the file.%®

The servers residing elsewhere
on the network communicate with the
RealPlayer receiver through a “secret
handshake” protocol. The “secret hand-
shake” is an authentication sequence
that allows the server and receiver to
recognize one another.?* Unless this
authentication sequence takes place,
the server does not stream the content it
holds. Once the connection is achieved,
the system containing a feature called
the “copy switch” determines whether
the audio or video files sent by the serv-
er may be copied by end-users, or only
be viewed and evaporated as the user
listens to or watches them.*

The defendant, Streambox, pro-
duced a competing receiver, as well as
several other pieces of software de-
signed to be interoperable with the Re-
alPlayer system. The Streambox receiv-
ing component (Streambox VCR) con-
nected with the server by emulating the
“secret handshake” protocol.*® Howev-
er, once connection was established,
the Streambox VCR lacked the “copy
switch” feature that would prevent un-
authorized copying of streamed music
or video content. Thus, the Streambox
VCR allowed the end-user to download
the file even if the content owner had
used the “copy switch” to prohibit the
end-user from downloading the files.%”

RealNetworks brought suit
against Streambox, alleging that their
receiving components constituted a
“circumvention device” in violation of
section 1201(a)(2) and 1201(b) of the
DMCA.%8 In its complaint, RealNet-
works emphasized two concerns. First,
content owners would lose significant
advertising revenue from decreased
website traffic as a result of users view-
ing their downloaded copies rather
than streaming the content from the
copyright owner’s website each time
they wanted to view it.*® Second, the
downloaded files would be easily re-
distributed over the Internet as pirated
copies, thereby undermining the mar-
ket for the copyrighted original.®

The District Court for the Western
District of Washington issued a prelim-
inary injunction against the Streambox

VCR.®' The court held that the Stream-
box VCR circumvents both the access
control and the copy control for two rea-
sons. First, it found that RealNetwork
had employed technological mea-
sures to ensure that only users of the
RealPlayer could access RealMedia
content placed on a RealServer. By
emulating the “secret handshake” pro-
tocol to gain access to the RealMedia
files, Streambox had circumvented the
access control measures.®? Second,
the court reasoned that the RealNet-
works system also allowed copyright
owners to specify whether or not their
works can be copied by end-users,
even if access is permitted. Because
the Streambox VCR ignored the copy
switch and enabled a user to make a
copy of the file that the copyright own-
er had sought to protect, it effectively
circumvented the copy protection mea-
sures.®

Analogizing this case to Sony
Corp. of America v. Universal City Stu-
dios, Inc.,%* Streambox argued that
there were substantial non-infringing
uses of the Streambox VCR.® In par-
ticular, Streambox claimed that the
VCR allowed consumers to make “fair
use” copies of RealMedia files, notwith-
standing the access control and copy
protection measure that a copyright
owner may have placed on that file.®®
The court, however, held that the us-
ers’ conduct was irrelevant to the cir-
cumvention device ban and that the
Sony decision did not involve interpre-
tation of the DMCA.%

The court explained that the Sony
decision turned in large part on a find-
ing that substantial numbers of copy-
right holders who broadcast their works
either had authorized private viewers
to time-shift their works, or would not
object to such.®® Here, by contrast,
copyright owners have specifically
chosen to prevent the copying by put-
ting their content on RealServers and
leaving the Copy Switch off.% Further-
more, the court stated that “Congress
specifically prohibited the distribution
of the tools by which such circumven-
tion could be accomplished”.” The
court also cited “Nimmers on Copy-
right” for the proposition that manufac-
turers of consumer products with sub-
stantial non-infringing uses that would
otherwise immunize them from liability
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under the Sony doctrine are nonethe-
less subject to suppression under Sec-
tion 1201.™

In its final argument, Streambox
asserted that it was not required to
manufacture the VCR with features re-
sponding to the copy switch because
of the no-mandate provision of the
DMCA.”? The court disregarded this
defense, but concluded instead that the
circumvention of the “secret hand-
shake” access control measure was
sufficient to create liability under Sec-
tion 1201(a)(2) and warrant the injunc-
tion against the Streambox VCR.”

There are at least two important
issues that one could learn from the
application of the DMCA anti-circum-
vention rules in RealNetworks. First,
the DMCA provisions appeared to
make no accommodation for any un-
authorized uses of the protected work,
even when the Streambox VCR al-
lowed end-users to access otherwise
unobtainable files and to make legiti-
mate fair use of them.” It is unclear
whether the proprietary aspect of the
RealPlayer system, including the “se-
cret handshake” protocol, allows Re-
alNetworks to have the exclusive au-
thority for granting access to all Real-
Media files. At the very least, allowing
RealNetworks to control access to
RealMedia files that are in the public
domain is certainly outside the sphere
of copyright law.

Second, the most striking feature
of this opinion is that, although the
DMCA was purportedly enacted to pro-
tect owners of the copyrighted content,
the parties involved in this case are not
even the copyright owners of the Real-
Media files, but the producers of com-
peting software technology used as a
technical protection system. In addition,
the claim was focused on applying the
DMCA provisions to prevent the distri-
bution of the interoperable software
product that could have been used to
facilitate unauthorized copies of copy-
righted content.

By making it unlawful to develop
the Streambox VCR, which was de-
signed to be interoperable with the
RealPlayer system, the DMCA effec-
tively granted RealNetworks (the pub-
lisher of technical protection software)
absolute control over interoperable
and complementary products. At least

38 TECH MONITOR e May-Jun 2008

one way of interpreting this case is as
an attempt by a software publisher to
impede or prevent the distribution of a
competing, interoperable product. At a
minimum, the case also demonstrates
that control of interoperability lies at the
heart of the DMCA disputes and that
the DMCA provisions could be turned
into such purposes.”™

Perhaps the legal requirement of
interoperability of the DRMs or TPMs
may be regulated. This approach was
formally set forth in the most recent
copyright amendment in France.

Interoperability approach - France
On 1 August 2006 the French Parlia-
ment passed their law on copyright and
related rights, which implements the
EUCD 2001/29 on the harmonization
of certain aspects of copyright and re-
lated rights in the information society.
The implementation of the EUCD had
become a pressing matter for France,
which faced the threat of financial sanc-
tions after being condemned in 2005
by the European Court of Justice for
failure to comply with the 2002 imple-
mentation deadline.”®

The main feature of the French law
is the introduction of legal mechanisms
to protect and enforce technological
protection measures. The law also aims
at combating digital piracy and touch-
ing upon the exceptions to private
copying. As a whole, the law is in line
with the spirit and the letter of the di-
rective, as it reinforces the means to
combat piracy and to protect the inter-
ests of right holders.” For example, the
illegal file-sharing by individuals re-
mains classified as a criminal offence;
the law creates a new criminal offence
for publishers of software used for ille-
gal file-sharing, which is punished by
three years in jail and ¢ 300,000 fine™
and it recognizes and protects techno-
logical measures.

The French law, however, would
have provoked the anger of many big
media companies. Although the EUCD
does not set forth the rules on DRM
interoperability,” France, the only EU
member state to do so, explicitly pro-
vides in its EUCD implementation that
DRM “must not have the effect of pre-
venting effective interoperability.”® This
provision stems from the concern that
the online music platforms did not pro-

vide enough compatibility, some plat-
forms having taken the strategic com-
mercial decision to sell protected mu-
sic files, which can only be played by a
specific brand of electronic devices.

This situation is exemplified by
Apple’s products and services, which
are tied together by an exclusive DRM
system called “FairPlay” and based
around Apple’s proprietary AAC file
format. Because of this DRM, people
who have an iPod can only buy legal
content from Apple’s iTunes online
music store. And people who buy
songs from iTunes can only play them
on an iPod, to the exclusion of any oth-
er portable player. The law makers ar-
gued that the absence of an industry-
wide standard is detrimental to the con-
sumers and to the dissemination and
equal access to cultural products. The
lawmakers then concluded that DRMs
or TPMs needed to be made interop-
erable through regulations.®

In addition, the law also provides
that suppliers of DRMs or TPMs can
be required to give access to “the in-
formation essential for interoperabili-
ty.”8 This information is defined as the
technical documentation and the inter-
face of programming necessary to ac-
cess a work protected by a TPM.8

These provisions, which set the
principle of interoperability, raise nu-
merous practical questions: Who is en-
titled to ask for such sensitive informa-
tion? Who would be required to disclose
the information? What are the terms and
conditions of such disclosure? What is
the consequence if such access is re-
fused by the TPM supplier?8

The French Parliament finally set up
a new regulatory body, “Autorité de
Régulation des Measures Techniques”
(the ARMT), and also created procedures
and powers to enforce DRM interopera-
bility. The ARMT is an independent ad-
ministrative authority whose powers are
to mediate interoperability requests on a
case-by-case basis. Under this régime,
DRM providers can be forced (under
certain conditions) to disclose interoper-
ability information on non-discriminatory
terms, but they have the right to reason-
able compensation in return.®

In fact, interoperability is a matter
of degree. In some cases, interopera-
bility information is available, but only
under restrictive and somewhat expen-
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sive licensing terms. This is, as men-
tioned earlier, the case of the DVD for-
mat, where DVD Copy Control Associ-
ation controls the necessary informa-
tion to produce compatible DVD play-
ers. Arguably, proprietary DRM systems
are, in general, a problem for both con-
sumers and competitors.8®

In any event, supporters of interop-
erability, like consumer groups, praised
France for taking the lead in this matter.
The barriers to entry are lowered if new
companies are given necessary recipes
to compete in the markets for DRM con-
tent. Consumers would also be clear win-
ners because of new compatible prod-
ucts. They pointed out that this statutory
approach was the only way to increase
competition in digital music systems by
opening up the iPod-iTunes restrictions.®”

However, some argued that such
a regulatory approach would threaten
the efficiency of DRMs. If there is less
incentive for anyone to introduce a new
and more innovative DRM standard,
this would hinder and potentially de-
stroy online content distribution.®® The
arguments were continued that Apple’s
dominance was the result of the quali-
ty of its product and services. Apple’s
customers were aware and not de-
terred by the lack of interoperability.
Ultimately, the market, not the regula-
tors should be shaping the rules of dig-
ital content distribution.®

Finally, the rhetorical discussion
used in the DRM interoperability de-
bate needs backing from economic
analysis. Does interoperability in par-
ticular circumstances increase compe-
tition and generate welfare? Did those
companies that opposed the interop-
erability initiatives retreat from affect-
ed markets? Did incentives to compete
increase or decrease? Did consumers
lose or win? Obviously, one can study
the French copyright directive imple-
mentation as empirical tests.

Conclusion

While DRM systems can certainly pre-
vent illegal copying and public distribu-
tion of copyrighted works, they can do
far more than the copyright law provides.
And when copyright law is adapted to
accommodate protection to DRMs, the
scope of protection to a copyrighted
work and to the DRM itself seems to
broaden more than ever before.

It is also evident that this legal ré-
gime may possibly discourage the devel-
opment of interoperable or complemen-
tary products. However, any mandatory
interoperability in the field of intellectual
property law may also stifle the incentive
to innovate. Furthermore, the anti-circum-
vention provisions adopted globally may
become relatively meaningless. France’s
proactive interoperability approach and
its coming experiences would be a strong
indication as to whether DRM should or
can be regulated. In the mean time, other
legal remedies provided by such law as
anti-competition or consumer protection
may be viable options.
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